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A2, KREBUR &AMNEBURT & BSMTER EZFifE T 0 2 LIZ ko T, KEDOFEEHEC
T 57 aA ﬁiﬁ%ﬁﬁ(ﬁi))%@ﬁ?ﬁ DOMFITIE T TT — 5%%TLT’6>K./£J:L/£&
M SNz b &leodz 10, T . KEO T v A FIFSMNEBF B OMEIZIE
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8 (Apr. 2019), available at https://www.justice.gov/opa/press-release/file/1153446/download),

6 CLOUD Act Sec.103(a)(1), 18 U.S.C. Sec. 2713.
7 CLOUD Act Sec.103(b), 18 U.S.C. Sec. 2703(h).

8 2 X7 ¢ (Comity, fLEE)& %, BHEFTBHMIEZIT O ICH Tz - T, HEROMELE LTTixRL, BEES
WZHEASNWT, AEOHBEEET 52 L 205 (HF IR MFokiEfei] 161 BORR KRS
1991)

9 CLOUD Act Sec. 103(c).
0 CLOUD Act Sec.104, 18 U.S.C. Sec. 2511(2)().
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KEBURFIE, 2019 4 4 A, CLOUD Act IZBH 4 2R U A b _X—/"—&AFKL 5, CLOUD
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DA T D HEPEf SN TN ZE~DHFFEICER LTS, EEE ZhETO
& A, KIEE, CLOUD Act (2453 <ATE E DG ICOWVWT, Wb 77 A7 - 7 A
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& O C1T B E (Agreement between the Government of the United States of America and the
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Data for the Purpose of Countering Serious Crime, LT RESTEUIRRE) &V 9, )&HRE L2

L CLOUD Act Sec.105(a), 18 U.S.C. Sec. 2523(hb).

12 piEtE 5 o &Y, KREBUFIL, KESMIFIET 50 —EOHAIITKE OB RT D
H ML LT CLOUD Act (23 < 7 —# DRIRAaOxE5 L LTn%—5 T, CLOUD Act [Z5<
AT EDSKRE OFEEMEZ LR T 5 D TIHRNT & 2583 LTV 5 (U.S. Department of Justice, Pr
omoting Public Safety, Privacy, and the Rule of Law Around the World: The Purpose and Impact of t
he CLOUD Act, pp.4-5 (Apr. 2019), available at https://www.justice.gov/opa/press-release/file/1153446/d
ownload),

13 EREMETARINI-LDOTIEH DA, EEO IT 227 CLOUD Act iERI2xt L TR &R L7-3k
]38 (https://blogs.microsoft.com/wp-content/uploads/sites/149/2018/02/ Tech-Companies-Letter-of-Support-
for-Senate-CLOUD-Act-020618.pdf) A E1ET D,

4 ACLU, The Cloud Act Is a Dangerous Piece of Legislation (Mar. 2019), available at https://www.aclu.
org/blog/privacy-technology/internet-privacy/cloud-act-dangerous-piece-legislation; EFF, The CLOUD Act:
A Dangerous Expansion of Police Snooping on Cross-Border Data (Feb. 2018), available at https://ww
w.eff.org/ja/deeplinks/2018/02/cloud-act-dangerous-expansion-police-snooping-cross-border-data.

15 U.S. Department of Justice, Promoting Public Safety, Privacy, and the Rule of Law Around the World:
The Purpose and Impact of the CLOUD Act (Apr. 2019), available at https://www.justice.gov/opa/pres
s-release/file/1153446/download.
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1 European Commission, Criminal justice: Joint statement on the launch of EU-U.S. negotiations to facil
itate access to electronic evidence (Sep. 26, 2019), available at https://europa.eu/rapid/press-release ST
ATEMENT-19-5890_en.htm.
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EDNRATHREOT —ZITx LT, MERENT 7 EXAT 5700 FRELEDIZHD
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Wn A, ZZT, FTIE. BEMEET AT X OHEEHNTORFFICET 5 BARDIES
FoOMEEEET S,

1. GENARATEIT S ZEMRTIREFERVEA L ZHRHRARE

(1) RROEBE

MARKBEN, EENEHET LI —ANRFEINT X 2B T 2BO TR, KX
SLLFO =20 HEIZEET 5 Z LN TE 5 BESH),

18 U.S. Department of Justice, U.S. And UK Sign Landmark Cross-Border Data Access Agreement to Co
mbat Criminals and Terrorists Online (Oct. 3 2019), available at https://www.justice.gov/opa/pr/us-and-
uk-sign-landmark-cross-border-data-access-agreement-combat-criminals-and-terrorists.

19 U.S. Department of Justice, Joint Statement Announcing United States and Australian Negotiation of a
CLOUD Act Agreement by U.S. Attorney General William Barr and Minister for Home Affairs Peter
Dutton (Oct. 7 2019), available at https://www.justice.gov/opa/pr/joint-statement-announcing-united-states-
and-australian-negotiation-cloud-act-agreement-us.
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T, Y NEEHETARESEE L TCIEHEES LW ERb 5,

2 025 A IIF AT TIREENTET —F DA% R RT U v 7 7T R TU Rh—E AT o ( Z%
DT 27 70 FEREE) LICRIFEEND Z E BT I TWA(IDC, The Digitization of the World -

From Edge to Core, p.4 (November 2018), available at https://www.seagate.com/files/www-content/our
-story/trends/files/idc-seagate-dataage-whitepaper.pdf),
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access to data in the cloud: Recommendations, 9 (2016); Sieber, Ulrich, and Carl-Wendelin Neubert, T
ransnational Criminal Investigations in Cyberspace: Challenges to National Sovereignty, 20 MAX PLA
NCK YEARBOOK OF UNITED NATIONS LAW 241, 308 (2017); Schwartz, Paul., Legal Access to
The Global Cloud, 118 COLUM. L. REV. 1681, 1721-1722 (2018).
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9 UNODC, Comprehensive Study on Cybercrime, 217-218(2013), available at https://www.unodc.org/docu
ments/organized-crime/UNODC CCPCJ EG.4 2013/CYBERCRIME STUDY 210213.pdf; Sieber, Ulrich,
and Carl-Wendelin Neubert, Transnational Criminal Investigations in Cyberspace: Challenges to Nation
al Sovereignty, 20 MAX PLANCK YEARBOOK OF UNITED NATIONS LAW 241, 308 (2017); Sch
wartz, Paul,Legal Access to The Global Cloud, 118 COLUM. L. REV. 1681, 1721-1722 (2018).

100 Currie, Robert J., Cross-Border Evidence Gathering in Transnational Criminal Investigation: Is the Mic
rosoft Ireland Case the “Next Frontier”’?, 54 CANADIAN YEARBOOK OF INTERNATIONAL LAW
63, 77-78 (2017).
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102 Committee of Ministers of the Council of Europe, Explanatory Report to the Convention on Cybercri
me, 29 (2001), available at https://rm.coe.int/16800cce5h
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Downing Delivers Remarks at the Academy of European Law Conference on “Prospects for Transatlan
tic Cooperation on the Transfer of Electronic Evidence to Promote Public Safety””, April 5, 2019, avai
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-31-


https://rm.coe.int/16800cce5b
https://www.justice.gov/opa/speech/deputy-assistant-attorney-general-richard-w-downing-delivers-remarks-academy-european-law
https://www.justice.gov/opa/speech/deputy-assistant-attorney-general-richard-w-downing-delivers-remarks-academy-european-law

MERIFEC LD BRHEREZ AT 2581 3FEE 230, )DORENE LN 556 (FS(b)™
2y MEFTEO— NRFENT=T —Z LT 7 BATEL LT 5,

[FSRONCED HALIATA & ERFHELR W LHITE R & OBRIEIZ W TR, fih[E
BT D EEEMEOITHE AR DHIINARBIE TH D & DB ZFHR, FFEROITED bITT
AlE, Y AFHEEOFERIZ T T 2T ARBRICITS 620 e o B2 b
5 105o

S BT, [AZRb) L, RSB S AT 8 LS O 2 25 11 SO3HERR Lzl Tlde
<L FERICHE T 2R OIBORMZTE L TND & ST D 106

v FTEMBEER

RINFERE S D A N—JUIRENEE S TIE, 2022 4 12 HORZ Bfa L. 5B B
EEHEREZWHTHD W7,
ZOETBNEEER TR, BEHEICOVWTITEELZEAL LooY, ey
S B OEBER S 2 WMV D 2 & LB A 2 AR L L CF — 2 a2 SR e
REFBELDEDOFHIPIREINTND 18 KRz, a4 XhL0M oMo, 777
N —EZZ AT 2 7 1A ZITxd 2 BEDWEENIAT DAL 5 7o D OB T X (12
T DA DB LETH D LIRESNTND Z &, BEICEL X, MREOM
MNEBRORGECH F AL EOFHe EOHER S+ I RAES LD BENRH D LR S LT
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FAT—=F 74 VA ARy 7 ZABRDHDHEEIT, Uik — D BIOMBEICRFS LTS Z
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WTEDZ EMNZET H5 (Council of Europe Cybercrime Convention Committee (T-CY)), T-CY Guid
ance Note # 3: Transborder Access to Data (Art. 32) (op. cit. n. 70), 5 (2014)),

105 UNODC, Comprehensive Study on Cybercrime, 218 (2013), available at https://www.unodc.org/documen
ts/organized-crime/UNODC_CCPCJ EG.4 2013/CYBERCRIME STUDY_ 210213.pdf, Council of Europe
Cybercrime Convention Committee (T-CY), Transborder access and jurisdiction: What are the option
s?, Doc No T-CY (2012)3, 27 (2017).

106 Council of Europe Cybercrime Convention Committee (T-CY), Transhorder access and jurisdiction: W
hat are the options?, Doc No T-CY (2012)3, 27 (2017).

107 Council of Europe Cybercrime Convention Committee (T-CY), Preparation of the 2nd Additional Proto
col to the Budapest Convention on Cybercrime State of play Note by the Chair for the attention of th
e 21st Plenary of the T-CY, 4 (2019), available at https://rm.coe.int/t-cy-2019-19-protocol-tor-extension-
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108 fREEREET 27 —& BT 28K « 8T — 2 BUS%2 0 < 28T U BT 2 WOK O LiES)
A)JLaw & Technology 82 75 54 E(2019); Council of Europe Cybercrime Convention Committee (T-C

Y), Criminal Justice access to data in the cloud: Cooperation with ““foreign” service proiders, T-CY
(2016), 2 (2016).
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LHEREZ AT DL 25, 20194F 10 A 3 BIC, OK[E & SefE] & DR CRIATEIR E DR S
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B EICHESE, KERTIE, —HUFEO YR/ N OMATEOY — 2T 1 FIH
. MAERBIFTEEOESICRIT 2 BEAIURICEES 27— OfRRtHZRDH Z L TE

109 Council of Europe Cybercrime Convention Committee (T-CY) Cloud Evidence Group, Criminal justice
access to data in the cloud: Recommendations, 44 (2016).

10 Council of Europe Cybercrime Convention Committee (T-CY) Cloud Evidence Group, Criminal justice
access to data in the cloud: Recommendations, 44-45 (2016); Spoenle, Cloud computing and cybercri
me investigations: territoriality vs. the power of disposal? discussion paper, Project on Cybercrime, Co
uncil of Europe, Strasbourg, 11 (2010), available at https://rm.coe.int/CoERMPublicCommonSearchServi
ces/DisplayDCTMContent?documentld=09000016802fa3df.
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12 U.S. Department of Justice, Promoting Public Safety, Privacy, and the Rule of Law Around the World:
The Purpose and Impact of the CLOUD Act, 4-5 (2019), available at https://www.justice.gov/opa/pres
s-release/file/1153446/download.
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