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Handling of Data Breach under Thai PDPA

Jun Katsube, Chanakarn Boonyasith, Pitchabsorn Whangruammit

1. What happened in May 2020?

In early May 2020, security researcher Justin Paine “found” approximately 8.3 billion electronic records that had leaked on to
the internet. According to Paine, he simply stumbled upon a database that did not require any form of authentication to access; thus
the information contained therein was publicly accessible. This “exposed” database was controlled by Advanced Wireless Network
(AWN), a subsidiary of Advanced Info Service (AIS), the largest mobile phone operator in Thailand. Paine further stated that the leak
contained DNS query logs and NetFlow logs which appeared to belong to AWN customers, and using this data it is quite simple to
paint a picture of what a person does on the internet. For example, it allows you to know both the types of devices they use to access
the net and the social networking websites they visit thereon. Paine attempted to contact AIS several times to get the database
secured, but was unsuccessful. After receiving no response from AIS, Paine contacted the Thailand Computer Emergency Response
Team (ThaiCERT), an official contact point for dealing with computer security incidents within the Thai internet community.
ThaiCERT was able to contact and coordinate with AIS to have the database successfully secured; unfortunately only after it was

found to be exposed and publicly accessible for about two weeks.

In a 25 May 2020 public statement, AIS apologised for the incident, confirmed that only a small amount of non-personal and
non-critical information was exposed, and stated that the leaked data did not contain any personal information which could be used to
identify customers or cause them any financial, or other, harm.! Despite this, the National Broadcasting and Telecommunication
Commission (NBTC) raised concerns that the incident might affect AWN users and therefore requested that AWN provide more
details about the incident. According to AWN, it was improving a system for provision of services by randomly pulling data during a

certain period to be kept in the database in question, separate from the company’s actual database. They also claimed that the leaked
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information did not identify any natural person to whom the data belonged and did not contain any numbers or banking transactions.
AWN confirmed that it has strict security procedures in place, especially for the retention of personal information, but also admitted
that its staff were not aware of the importance of data security and had dealt with data negligently up through the occurrence of the
incident. After receiving such explanations from AWN, the NBTC issued an official warning letter to AWN highlighting that AWN
must place strict importance on cyber security and that AWN employees must be made fully aware of the importance of security

measures for protecting users’ information.>

2. Postponement of the Personal Data Protection Act?

Originally, the Personal Data Protection Act BE 2562 (2019) (the “PDPA”) was to become effective on 27 May 2020.
However, due to the COVID-19 outbreak, a Royal Decree was issued on 21 May 2020 suspending enforcement until 31 May 2021,
thus allowing more time for business operators to prepare for full enforcement of the PDPA. However, in the meantime, data
controllers are required to provide security measures at the required standard,* unless otherwise notified by the relevant authority.
According to the measures prescribed by Notification of the Ministry of Digital Economy and Society, administrative safeguards,
technical safeguards and physical safeguards should be taken into consideration in order to set security measures for personal data
access control. It should also be noted that the term ‘security of personal data’ was defined in the notification as ‘maintenance of
confidentiality, integrity and availability of personal data, in order to prevent unauthorised or unlawful loss, access to, use,
alteration, correction or disclosure of Personal Data’, which is an obligation of data controllers and data processors required under

the PDPA.

Since the PDPA also focusses on security measures for personal data, we analyze what would happen if this type of data breach

were to occur assuming the PDPA had been in effect as below.

3. Legal implications for AWS had the PDPA been in force earlier

First, there is some overlap between the PDPA and the current legislation governing protection of personal information used or
collected in particular business sectors (“Sector-specific Legislation”). Indeed, Sector-specific Legislation was in place prior to the
considered adoption of the PDPA and AIS, as a telecommunications company, remains governed by it.> As such, it is important to note
that when the PDPA becomes fully effective in 2021, the PDPA will also apply, in addition to or in replacement of such Sector-specific

Legislation, in the following scenarios:

° For provisions with respect to the collection, use or disclosure of personal information, and provisions with respect to the rights
of a data subject, including relevant penalties — the provisions of the PDPA will apply additionally regardless of whether or not

they are in repetition of the Sector-specific Legislation; and
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requirements to which telecommunications companies were to adhere in the protection of users’ personal information and right to privacy.
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° For provisions with respect to complaints, provisions granting power to the Expert Committee to issue an order to protect the
data subject and provisions with respect to the power and duties of the competent official, including relevant penalties, the
provisions of the PDPA shall apply in the following circumstances:
= in the event that the Sector-specific Legislation has no provision with respect to certain complaints; and
= in the event that the Sector-specific Legislation has provisions giving the power to the competent official, who has the

power to consider the complaints under such law and to issue an order to protect the data subject, but such power is not
equal to the power of the Expert Committee under the PDPA, and either such official makes a request to the Expert

Committee or the data subject files a complaint with the Expert Committee under the PDPA, as the case may be.

In light of the above, it is clear the PDPA will play an important role with regard to personal information and should be taken
into consideration by entrepreneurs in the telecommunications business, such as AIS and AWN, already governed by Sector-specific

Legislation.

Second, it is important to identify whether leaked information is considered ‘Personal Information’ under the PDPA.S If leaked
information is personal information, the associated company’s responsibilities under the PDPA will be impacted. However, according
to the facts given by AIS and AWN, all of the leaked data in their case was merely “internet usage patterns” and did not contain any
personal information that could be used to identify a customer. Based on the fact that the leak did not contain personal information,
the PDPA would not apply to their case. Nonetheless, had the leaked information contained ‘personal information’, e.g. the name and
surname of any individual customer or any other information which enables the identification of such individual, such as IP
addresses, AIS and AWN - as a data controller and/or data processor who collected and maintained such personal information -

would not have been able to deny their duties and responsibilities under the PDPA.

Third, assuming that the leaked AWN information was personal information and the PDPA therefore applied, we need to
consider what duties would have been imposed on AWN and AIS. If either AIS or AWN were in a position to determine which
personal information should be collected and the purpose or outcome for which such personal information were to be processed, they
would be considered a “data controller” under the PDPA. If, however, they were following the instructions of another entity
regarding collection, use and/or disclosure of personal information, e.g. if AWN were following AIS’s instructions to collect, use
and/or disclose such personal information, it would be more likely that AWN were considered a “data processor”, and AIS the “data

controller”, under the PDPA.

The PDPA sets out a multitude of duties with which data controllers and data processors must comply. Most importantly, the
PDPA requires both the data controller and the data processor to, among other things, put in place appropriate security measures to
prevent unauthorised or unlawful loss, access to, use, alteration, correction or disclosure of personal information/data.” Such
measures must be reviewed as and when necessary, or when the applicable technology is changed or upgraded, in order to efficiently
maintain the appropriate security and safety of personal information. In the case of the data controller, such measures shall also be in
accordance with the minimum standard to be specified and announced by the Personal Data Protection Committee. Even though
further details regarding security measures required by the Personal Data Protection Committee are not available at this stage, taking

into consideration the measures prescribed by the Notification of the Ministry of Digital Economy and Society and the NBTC’s

Section 6 of the PDPA defines Personal Information as ‘any information relating to a natural person, which enables the identification of such person,

whether directly or indirectly, but not including the information of deceased persons’.

Based on Section 37 in the case of the data controller and Section 40 in that of the data processor.
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decision on the incident, as referred to above, it is safe to conclude that AWN’s security measures, at that time, were far below the
required standard. If the leaked information was personal information, AWN and/or AIS would have been considered in violation of

Section 37 and/or 40 of the PDPA, as the case may be.

Furthermore, in the case of personal data breaches, the data processor is legally required to notify the data controller of such
breach. Within 72 hours of becoming aware of the breach, the data controller, without delay and where feasible, must notify the
Office of Personal Data Protection Committee; unless such breach is unlikely to result in a high risk to the rights and freedoms of
natural persons. However, if the breach is likely to result in a high risk to the rights and freedoms of natural persons, the data
controller shall also notify the data subjects of the breach and take remedial measures without delay. The PDPA remains silent on the
rules and procedures on notification and exemption of notification, which will be prescribed by the Personal Data Protection
Committee. As mentioned above, it is possible that if the leak contained any personal information, and AWN and/or AIS was
considered a data controller, AWN and/or AIS would have been required to comply with this duty to notify. Based on the incident, it
appears that AWN and AIS lacked proper contact channels; consequently, Paine was not able to contact them to remedy the incident.
Both AWN and AIS’s lack of contact points with regard to personal data breaches would have likely hindered their ability to notify
the Office of Personal Data Protection Committee of the personal data breach within the timeframe required by the PDPA (thereby

constituting a breach of their obligations defined therein).

4. Liabilities under the PDPA

Assuming that the leaked AWN information was personal information as defined by the PDPA, AWN and/or AIS may have
faced civil liability and/or administrative fines as imposed by the Expert Committee. In such scenarios, data subjects who suffer
damage caused by violation of or non-compliance with the PDPA will also be entitled to claim compensation. The PDPA provides
that the court has the authority to award punitive damages not exceeding twice the amount of actual damages in addition to the actual
damages which occur. Furthermore, for data controllers and/or data processors who fail to comply with their duties, i.e. fail to put in
place appropriate security measures and to report personal data breaches, fines not exceeding Baht 3,000,000 could be imposed by the
Expert Committee. The Expert Committee nevertheless may, at its discretion, require the data controller or the data processor to

remedy or take any necessary actions before imposing said fines.

The PDPA limits criminal liability for offences committed by the data controller involving sensitive data that are likely to cause
damage to a data subject, impact his or her reputation, or expose such data subject to scorn, hate or humiliation; or in order to
unlawfully benefit him/herself or another person. However, in the case of accidental leakage of personal information, it is unlikely

that the data controller will be subject to criminal liability under the PDPA.
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